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Abstract—A near-lossless, adaptive watermarking algorithm based 

on DCT is presented to protect DEM from theft and illegal 

reproduction. Due to the high accuracy of the DEM, the focus of 

this paper is put on ensuring that the watermarked DEM should 

meet the precision requirement which also means the watermarked 

DEM should be near-lossless. The contribution of this work is that 

not only the DEM precision, but also the precision of slope and 

aspect are considered. In order to improve the robustness, the 

watermark should be embedded in the terrain lines. The 

preliminary results show that the error both of the aspect and the 

slope are very small and the watermarked DEM meets the medium 

error and maximum error proposed in the national DEM precision 

criterion. The watermarking can resist the compression and 

cropping attack. 

 INTRODUCTION 

With the development of earth information technology, high 
accuracy DEM plays role in construction of National Spatial 
Data Infrastructure more and more important. Due to the rapid 
development of digitization and network, the storage, 
transmission and replication of DEM data are very convenient, 
and security and copyright issues of DEM have become 
increasingly salient. For copyright protection of DEM, digital 
watermarking can provide an effective solution. Since proposed 
in 1994, digital watermarking technology has developed rapidly. 
N.Nikolaidis and I.Pitas [1] proposed a robust image 
watermarking algorithm using pixel modifications, which can 
resistant to JPEG compression and lowpass filtering. M.Barni 
and F. Bartolini [2] first proposed "nearly lossless" digital 
watermarking, and applied it to the copyright protection in 
remote sensing data. Santi P. Maity and Malay K. Kundu [3] 
used human visual system (HVS) and the spread transform to 
improve the ability of watermark against the various 
unintentional and deliberate attacks. Later M.Kutter etc. [4] 
introduced the concept of second generation watermarking 

schemes. The idea of this concept is that watermark should be 
embedded in salient parts of the original data to enhance the 
robustness. A new watermarking algorithm for the digital raster 
map based on integer wavelets transformation was proposed by 
Changqing Zhu etc. [5]. This algorithm is robust against various 
vicious attacks such as JPEG compression, sharpening and 
cutting. Chengsong Yang and Changqing Zhu [6] presented a 
watermarking algorithm for vector geo-spatial data based on 
Invariant Function. This method could resist attacks such as 
compressing, adding, deleting, clipping, translating, rotating, 
scaling and complex attacks composited of above. Mi He etc. [7] 
put forward a DEM watermark algorithm by modifying the 
generalized histogram of the DEM to achieve the goal of blind 
lossless.  

   Generally, DEM digital watermarking technique has 
particular requirements. Firstly the embedded watermark should 
be invisible, as the reason that DEM data is used for terrain 
visualization. Moreover, watermarked DEM should be near-
lossless and meets precision standard because of DEM’s 
important quantitative analysis function. In addition, the 
watermarking algorithm is required to be robust. Since the 
conversion of DEM data spatial reference system is essentially 
realized by translation, rotation and scaling of the data, DEM 
digital watermarking should be resistant to translation, rotation 
and scaling [8]. 

METHODS  

This paper proposed a DCT digital watermarking algorithm. 
That is near-lossless in precision and support of watermark 
embedding adaptively. As two basis terrain parameters, slope and 
aspect are important for digital terrain analyst. Therefore, the 
near-lossless demand of slope and aspect are taken into 
consideration in this paper. 
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The proposed algorithm first uses Hash algorithm and MD5 
function to scramble the binary watermark picture with copyright 
information with three passwords. Then the DEM is divided into 
8×8 pixels blocks and transformed by DCT, and the scrambled 
watermark picture is embedded into each DEM block. Before 
embedded the watermark, the watermark embedding position 
needs to be determined. Terrain lines delineate topography relief, 
therefore, the digital watermark is imposed on DEM’s terrain 
lines in this experiment to enhance the robustness of the 
watermark [9]. Because different terrain lines of DEM data have 
different positions, the terrain-line-based digital watermarking 
algorithm can automatically adapt the position of embedded 
watermark. Moreover, the watermark is embedded into the 
medium-frequency area of DEM to better protect the copyright of 
DEM, the algorithm should ensure that the strength of embedded 
watermark is strong enough with the constraints that the 
watermark is invisible and near-lossless in DEM precision. In 
this paper, invisibility of embedded watermark is realized by 
Watson visual model. The watermark is embedded in DEM using 
the additive rule 

 

~ ~

wI I W 
,  (1) 

Where 

~

I  denotes the original DEM data, 

~

wI  denotes the 
DEM with watermark embedded, W represents the watermark 

signal and  represents watermark embedding strength [10].  

To determine the watermark embedding strength, slope and 
aspect are extracted and medium error are calculated from the 
DEM firstly. Secondly, the watermark embedding strength are 
calculated according to the DEM maximum error, the DEM, 
slope and aspect medium error. Then the watermarked DEM is 
generated using IDCT (Inverse Discrete Cosine Transform). 

RESULTS 

Results show that the watermarked DEM meets the medium 
error and maximum error proposed in the national DEM 
precision criterion. Moreover, by area frequency statistics analyst, 
the error of the slope and aspect of watermarked DEM are very 
small. This shows that the algorithm can satisfy the near-lossless 
requirement of slope and aspect. In addition, watermark can be 
extracted after compression and cropping attacks to the DEM. 

REFERENCES 

[1] N.Nikolaidis, and I. Pitas, 1998. “Robust image watermarking in the 
spatial domain”, Signal Processing 66:385-403. 

[2] M.Barni, F.Bartolini, V.Cappellini, E.Magli and G.OlmoWilson, 

2002. “Near-lossless digital watermarking for copyright protection of 

remote sensing images”, Geoscience and Remote Sensing Symposium 3: 
1447-1449. 

[3] Santi P.Maity, and Malay K.Kundu, 2004. “An Image Watermarking 

Scheme using HVS Characteristics and Spread Transform”, Pattern 
Recognition 4:869-871. 

[4] M.Kutter, S.K.Bhattacharjee, and T.Ebrahimi, 1999. “Towards 
Second Generation Watermarking Schemes”. Proc of ICIP ’99(1): 320-323. 

[5] Changqing Zhu, Haojun Fu, Chengsong Yang, and Qisheng Wang, 

2009. “Watermarking Algorithm for Digital Grid Map Based on Integer 

Wavelet Transformation”. Geomatics and Information Science of Wuhan 

University 35(5): 619-621. 

[6] Chengsong Yang, and Changqing Zhu, 2011. “Robust Watermarking 

Algorithm for Geometrical Transform for Vector Geo-spatial Data Based 

on Invariant Function”. Acta Geodaetica et Cartographica Sinica 40(2): 
257-261. 

[7] Mi He, Yong Luo, and Lizhi Cheng, 2007. “Lossless watermarking 

for digital elevation mode data”. Computer Engineering and Applications 
43(30): 40-43. 

[8] Guonian Lv, and Aili Liu, 2008. “Applicabiliy of Watermarking 
Techniques to DEM”. Journal of Remote Sensing 21(5): 810-818. 

[9] Aili Liu, and Guonian Lv, 2008. “Copyright Protection of DEM by 

Means of DCT-based Digital Watermarking”. Geo-information Science 
10(2): 214-223. 

[10] Lina Wang, Chi Guo, and Peng Li, 2004. “Information Hiding 
Technology Experimental Course”. Wuhan University Press, 300p. 


